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An audit serves to manage compliance initiatives as it measures current practice
against a defined policy or a standard. One promising direction for auditing is the
establishment of proper logging mechanisms using event logs that can be used to
monitor malpractices, information misuse and performance. However, existing
electronic health record (EHR) systems inadequately implement logging
mechanisms, making it crucial to be used for policy compliance. This study aims to
exploit the idea of conformance checking to detect malpractices by examining
healthcare logs against health policies and standards represented in linear
temporal logic (LTL) rules. Our method focuses on enriching healthcare logs,
including designing a suitable log schema with distinct cases that enables existing
conformance checking tools to identify the deviations of desired healthcare
properties. A chronic case including a violation of drug-formulary checks defined
in the objectives of “meaningful use” in the health information technology for
economic and clinical health (HITECH) act during clinical practices is used as a case
study to demonstrate our approach. OpenEMR, which is an open source EHR
system, was used to capture actual events in an outpatient department. Then the
log files are enriched into an appropriate format. ProM, which is an open-source
process mining tool, was used to perform conformance checking. The enriched logs
generated by OpenEMR were preprocessed such that the LTL conformance
checking plug-in module in ProM could be applied against a pre-defined LTL
formula. Twelve cases simulating an acute health management condition,
specifically cases of patients with drug allergies, were selected to be processed. The
cases include six accepted and unaccepted cases each. The six unaccepted cases,
which were found to have deviated from the LTL rule, indicate potential
malpractices. The findings of our study imply that such enrichment of healthcare
logs can help detect healthcare malpractices automatically.
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