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Blockchain is a distributed ledger technology that provides pseudo-anonymity among participants to maintain privacy.
However, malicious actors utilise this property to hide their illegal rewards received through cyber attacks, dark market
trades, money laundering and Ponzi schemes. The recent confiscation by the FBI of more than $4 million USD worth of bitcoin
from the ‘Silk Road” dark marketplace indicates the scale of the problem faced by financial regulators and law enforcement
authorities. Analysing and identifying harmful actors is, therefore, necessary to regulate the transactions of digital assets.
Machine learning models can assist in detecting patterns and correlations between the actors in blockchain networks that
may not be apparent through traditional methods. In blockchain networks, the number of actors linked to illegal activities is
significantly smaller than that of regular activities. Also, only very limited labelled transaction data is available about these
malicious actors. These limitations make it harder to train supervised learning models to provide real-time proactive responses.
This article represents a pioneering effort in thoroughly examining the different unsupervised learning methods for clustering
suspicious behaviour of actors within blockchain networks. The proposed unsupervised learning-based analysis considers
metadata and interconnectivity information of blockchain transactions. The metadata contains time-based and amount-based
information. Interconnectivity data represents centrality measures and embedding vectors of the blockchain network. The
quality of the identified clusters is validated using internal and external cluster validation measures. The validation results
were used to identify influential features using the eXplainable Al technique Shapley (ShAP) values. The results reveal
that the features related to the spending and receiving transactions strongly influenced cluster identification. Overall, the
centroid-based and connectivity-based approaches identified well-separated clusters for metadata and centrality-based features
of blockchain transactions.
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1 Introduction

Blockchain is a decentralised digital ledger that records transactions across multiple nodes (computers) connected
in a peer-to-peer manner to achieve transparency and a tamper-proof system [31, 44]. The major components of
this decentralised network are structured using blocks, transactions, hash pointers, wallets and smart contracts.
A block contains a set of transactions corresponding with the nodes’ wallets or smart contracts [14, 40]. These
blocks are connected chronologically using the hash of block information and then formed as a blockchain.
Pseudo-anonymity is an essential blockchain property that helps maintain privacy by obscuring the real-world
identities of the nodes using cryptographic techniques [5]. The exploitation of the pseudo-anonymity aspect by
malicious actors has become a concern within blockchain applications. These malicious actors may leverage the
privacy features of blockchain to engage in malicious activities, such as money laundering, ransomware, Ponzi
scheme payments and dark market trades [13]. The data relating to illegal activities are known as anomalies,
often categorised into point, collective and contextual [10]. A point anomaly is a data point that deviates from the
expected pattern, range or norm. A collective anomaly is a data point that may not be considered an anomaly by
itself, but the occurrence of multiple points indicates an anomaly. A contextual anomaly is a data point of anomaly
viewed against meta-information associated with the data points. The suspicious activities often associated
with blockchain networks combine collective and contextual categories [17]. Each collective and contextual
category has distinctive features that become input for the study related to suspicious behaviour identification
in blockchain networks. In such analyses, supervised and unsupervised learning-based approaches play crucial
roles. Supervised learning emphasises prediction accuracy based on the label of data, and unsupervised learning
focuses on uncovering novel patterns and relationships in data.

Supervised learning is (1) subjective for the given labels [26, 38, 41, 42], (2) model training needs a large amount
of labelled data, which is a challenging part of blockchain analysis, (3) not able to handle categorical or correlated
attributes, which can be common in the transactions of the blockchain network and (4) may not generalise well
to new, unseen data, leading to overfitting or poor performance on validation datasets, which is the real scenario
in the streaming blockchain transaction data. However, unsupervised learning does not require label information
to train the model; it may handle imbalanced data [8], and these models can interpret unknown anomalies in
the data as a new group. Thus, this research examines various unsupervised approaches to identify groups of
malicious actors in blockchain networks.

Current literature on blockchain analysis typically uses unsupervised learning to visualise various behaviours
of blockchain transaction data. The research works proposed by Monamo et al. [25], Pham and Lee [29] and
Martin et al. [23] performed unsupervised learning using k-means to visualise abnormal behaviours of the Bitcoin
transaction based on currency, network, graph embedding and time-series-based features. Other studies conducted
by Zhang et al. [46] and Huang et al. [16] proposed clustering algorithms BTCOut and Behavioural Pattern
Clustering (BPC), respectively, to analyse the anomalous behaviour of the users and transactions in the Bitcoin
network. Podgorelec et al. [30] proposed an unsupervised learning-based anomaly detection approach to improve
the usability of decentralised applications. Their experiment used public Ethereum time-series-based transaction
data and clustered them using the Isolation Forest approach.

The literature review highlights the state-of-the-art unsupervised methods to analyse blockchain transac-
tion clustering for detecting abnormal behaviour within specific networks. However, the quality of identified
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clusters remains unvalidated, and the influence of transaction features on cluster identification is not analysed.
Furthermore, the research on graph embedding-based clustering in [23] lacks validation against blockchain data.
Considering these limitations, this research exploited the Bitcoin and Ethereum transactions with their metadata
and behavioural information-based features. Five different clustering approaches are considered to determine
the most appropriate methods for cluster identification within the blockchain network. The optimal clustering
approaches were determined through internal and external evaluation metrics. The best clustering approach is
then used to identify the features that influence cluster identification.
The contributions of this research are:

(1) This research addressed the gap in exploiting the intersection of the security of blockchain transactions
and the best use of unsupervised learning approaches and Explainable AI (XAI). This study employed
unsupervised learning techniques, using actual blockchain transaction metadata, to overcome the limitations
of supervised learning-based real-time analysis. The results showed that centroid-based and connectivity-
based methods can efficiently identify the clusters in blockchain networks.

(2) This research identified the most effective clustering techniques for blockchain transaction analysis. The
study evaluated the effectiveness of identified clusters for three categories of features: structural, network
property-based and graph embedding, using internal and external measures. This is useful for implementing
a robust clustering approach to support real-time decision-making regarding the suspicious behaviour of
actors in blockchain networks.

(3) This research examined the underlying differences in the generated clusters by analysing the probability
distributions of the influential features. The study adopted a novel approach to explain cluster identification;
to the best of our knowledge, it is the first of its kind. This study analysed influential feature identification
of wallet and smart contract transactions using the XAI technique Shapley (ShAP) values. The probability
distribution of the feature outcomes provided explanations for the identified clusters contributing to the
theoretical development of unsupervised learning models for analysing blockchain networks.

The findings of this work may lead to the implementation of an unsupervised learning model for analysing
blockchain transactions in real time to improve the security of the blockchain network. The structure of the article
is as follows: Section 2 presents a critical review of state-of-the-art techniques. Section 3 details the proposed
methodology. Section 4 describes the data collection, feature extraction and preprocessing. Section 5 explains the
experimental setup and performance analysis, and Section 6 discusses the findings based on the cluster evaluation
scores and the feature importance outcome of the XAI technique. Section 7 concludes with the research findings
and limitations.

2 Related Work

This section critically examines relevant literature on unsupervised learning in analysing blockchain transactions.
The related work used clustering and non-clustering approaches to analyse and visualise the behaviour of the
transactions in the Bitcoin network. The following related works illustrate the contributions using clustering
approaches to detect anomalies or illicit activity in cryptocurrency networks, specifically focusing on Bitcoin
transaction data.

Clustering Approaches. Monamo et al. [25] conducted unsupervised cybercrime detection in the Bitcoin network
using the trimmed k-means clustering approach. However, the identified clusters lacked validation and clarity
regarding the features employed for the clustering process. The approach does not clarify how these clusters are
associated with cybercrime within the Bitcoin network.

Wabhrstatter et al. [39] utilised the unsupervised learning approach k-means to analyse the Bitcoin user graph
to identify the suspicious actors dealing with illicit activities. Their study introduced four distinct categories of
features: turnover, connectivity, activity and Unspect Transaction Output (UTXO)-specific features. Evaluation
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of these proposed features was undertaken through a comparison of the distinguished clusters. The data used in
their research was based on illicit activities, and the clusters were validated manually using the ground-truth
labels. However, their proposed approach is limited to Bitcoin transactions related to CoinJoin wallets.

Zhang et al. [46] proposed a clustering approach BTCOut based on meta path, which captures the various
relations and constraints in the Bitcoin network to address the challenge of identifying abnormal behaviours or
transactions within the network. Their approach considers user-to-user and transaction-to-transaction interactions
within the Bitcoin network to determine the candidate set of target nodes and fusion similarity scores. The recall,
precision and F2-score of BTCOut outperformed baseline algorithms such as k-medoids, Density-Based Spatial
Clustering of Applications with Noise (DBSCAN), OddBall, CTOutliers and Tclust.

Huang et al. [16] proposed a novel BPC algorithm to cluster nodes in blockchain networks based on generated
sequences. The sequences are changed based on the number of transactions over time. These sequences are
then used to calculate the dynamic time warping similarity scores, and then the BPC algorithm leverages these
similarity scores to cluster the nodes. Their proposed approach outperformed well-known clustering methods
such as DBSCAN and HIC (Hierarchical Clustering Methods).

Martin et al. [23] conducted research utilising multiple machine learning models to detect anomalous transac-
tions in various digital currency networks. Their study explored the effectiveness of supervised and unsupervised
approaches for detecting anomalous nodes. In the unsupervised approach, first, they employed the GAT2VEC
embedding algorithm to extract features from the network. Then these embedding features were combined with
the degree, currency and time-based features. The resulting combined feature set was then used as input for the
k-means clustering approach. However, it should be noted that the data used for the experiments and the results
mentioned in their research were not based on blockchain networks.

The following literature summarises studies that utilised non-clustering approaches with clustering approaches
to detect abnormal behaviours and patterns within blockchain networks.

Non-Clustering Approaches. Pham and Lee [29] investigated the abnormal behaviour of Bitcoin transactions
using two network analysis approaches, such as power degree and densification laws, an unsupervised learning-
based approach, k-means clustering and an outlier detector non-clustering approach, Local Outlier Factor (LOF)
[7]. The network analysis approaches utilised six features of the user graph and three features of the transaction
graph. These features are based on the number of input (in-degree) and output (out-degree) transactions and
their total and mean incoming and outgoing transaction amounts. The total transaction amount feature revealed
that the anomalous behaviour for power degree distribution values, and the mean of the incoming and outgoing
transaction amount features, support identifying anomalies using the LOF approach. No specific findings have
been reported for the k-means clustering.

Singh et al. [36] conducted anomaly detection in a blockchain network using transaction data from the Bitcoin
network. First, their proposed approach selects features by applying sequential forward feature selection, which
was then used as inputs for various machine learning approaches. They utilised non-clustering approaches, SVM,
isolation forest, and clustering approach, k-means algorithm for the analysis and achieved the highest accuracy
with the SVM classifier. However, the research lacks information regarding the specific value of k used in the
k-means algorithm, cluster validation and features considered for clustering.

Podgorelec et al. [30] used a non-clustering Isolation Forest [21] to isolate each transaction and split them
into inliers (normal transactions) and outliers (anomalous transactions), based on the number of decisions in
the decision tree to isolate the transaction to visualise abnormal behaviour via distinguished clusters of the
smart contract and Externally Owned Accounts (EOAs) of Ethereum main network within a given timeframe.
However, identified clusters were not validated, and the smart contract features used for clustering were not
reported.

Overall, state-of-the-art unsupervised analyses of transactions are performed and visualised using only spe-
cific blockchain networks. The identified resultant clusters based on various approaches were not validated.
Furthermore, the influence of the metadata and interconnectivity-based features in clustering was not analysed.
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Fig. 1. Overview of the proposed methodology.

Considering these limitations, this study is novel: (i) Identified suitable clustering approaches for blockchain
analysis via validated outcomes of various unsupervised learning approaches. The validation considers inter-
nal and external evaluation measures that enhance the credibility and reliability of clustering analysis and (ii)
The significance of the metadata and interconnectivity information-based features of Bitcoin transactions and
Ethereum smart contracts analysed using XAI to identify the most relevant features for clustering transactions.

Performing clustering analysis in real-time may provide timely detection and response for financial regulators,
law enforcement authorities and forensic analysers, regarding the emerging patterns or anomalies in transaction
data. This requires the development of efficient algorithms and scalable approaches. The contributions of this
study laid a foundation for the implementation of an incremental clustering approach for blockchain real-time
data analysis.

3 Overview of the Research Methodology

This section outlines the research methodology for unsupervised learning in financial crime-related blockchain
transactions. The research methodology involves three major phases as shown in Figure 1 such as (1) data
engineering—collecting data from public blockchains and extracting features from transactions and preparing
them for clustering, (2) clustering transaction data using nine unsupervised learning approaches and validating
using internal and external evaluation measures and (3) feature importance analysis to identify most relevant
features for distinguishing between transactions.

Data engineering includes data collection, feature extraction and data preprocessing. First, the data collection
considers Bitcoin and Ethereum’s normal and crime-related transactions. The dataset for Bitcoin considers
transactions corresponding with the wallets that deal with normal and ransomware settlements. The labels used
for cluster validation indicate whether the group of transactions is normal or related to ransomware settlements.
The dataset for Ethereum considers normal and Ponzi schemes-based smart contract transactions, and labels
for validation indicate whether the group of smart contracts are Ponzi schemes or not. Then feature extraction
extracts three categories of feature sets: structural, network property-based and embedding. The structural feature
set includes the fields in the transaction metadata and their statistical measures [38]. Network property-based
features use centrality measures [32] and embedding features utilised random walk-based embedding framework
GraphSAGE [15], on transaction graph and hypergraph of blockchain networks [37]. Finally, data preprocessing
normalises the values of the engineered features within the range of [0, 1] and prepares them for clustering.

The clustering phase uses k-means to set the baseline for unsupervised learning and other state-of-the-art
approaches, such as DBSCAN, spectral clustering, Affinity Propagation (AP), Balanced Iterative Reducing
and Clustering Using Hierarchies (BIRCH), Ordering Points to Identify the Clustering Structure
(OPTICS), mean-shift, Gaussian Mixture Model Clustering (GMM) and Deep Embedding Clustering
(DEC). The clustering approach considers each category of feature set separately and obtains the clusters which
indicate the groups of transactions or smart contracts.
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The analysis phase involves three tasks: cluster validation, explainable clustering and verification using domain
knowledge. The cluster validation provides scores for identified clusters using internal and external evaluation
measures. Based on the validation score, the best clustering approach was selected for each category of features.
Cluster outcomes obtained from the best approaches are considered for explainable clustering. The explainable
clustering justifies cluster identification using the XAI technique ShAP values [22]. The ShAP value is an effective
measure to identify the influence of the features in cluster outcomes. The outcome of the explainable clustering
is compared with the domain knowledge, such as the behaviour of the financial crime and the nature of the
clustering approach.

Finally, the result interpretation considers the analysis outcomes to (1) identify suitable clustering approaches
for different categories of features, (2) analyse the influence of the features (structural or graph-based) in cluster
identification and (3) determine the feasibility of unsupervised learning approaches in real-time blockchain
network analysis. The following sections detail the implementation processes of each phase involved in the
proposed approach.

4 Data Engineering

This section describes data collection from public Bitcoin and Ethereum blockchains, feature extraction and data
preprocessing.

4.1 Data Collection

The data collection considers normal and ransomware settlement-based transactions of Bitcoin networks and
non-Ponzi and Ponzi smart contract transactions of Ethereum networks.

Normal and Ransomware Settlements’ transactions: The normal and ransomware settlement-related Bitcoin
transactions are downloaded using public API'. The data sample contains 21,678 ransomware transactions and
33,069 normal transactions. The labels of the transactions referenced from the public dataset BitcoinHeist [1]
dataset.

Normal and Ponzi smart contract transactions: The non-Ponzi and Ponzi smart contract transactions are collected
using public API”. The collected dataset contains 200 Ponzi and 3,590 non-Ponzi smart contract transactions. The
labelled information of the transactions was obtained from the public datasource®.

4.2 Feature Extraction

Feature extraction involves generating features under three categories for transaction data described in Section 4.1.
The three categories are structural, network property-based and embedding features. The structural features
are derived from metadata information on Bitcoin transactions. The primary elements of the Bitcoin data are
incoming and outgoing transactions, timestamps and transaction fees. The rest of the features are statistical
measures (maximum, minimum, mean, median and standard deviation) of these elements. Table 1 lists details of
the Bitcoin transaction’s structural features; the features inout — ratio and unique — out are adopted from the
research work reported in [19], and described as in Equation (1). The other transaction features are adopted from
the research work reported in [38]:

(1)
n(0)’

Here, I represents a set of input transactions and O represents a set of output transactions. The n(J) and n(O)
are the total number of input and output transactions, respectively.

inout — ratio =

(1)

Thttps://www.blockchain.com/api/blockchain_api
Zhttps://www.blockcypher.com/
Shttps://www.kaggle.com/datasets/xblock/smart-ponzi-scheme-labels
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Table 1. Structural Features for Bitcoin Transactions

Feature Description

inDegree number of incoming transactions
outDegree number of outgoing transactions
totallnput total amount of Bitcoins received

totalOutput | total amount of Bitcoins sent
() — input (min/ avg/ max/ med/ mod/ std) amount of Bitcoins received
(%) — output | (min/avg/max/med/mod/std) amount of Bitcoins spent

inout — ratio | ratio between the number of inputs and outputs

unique — out | number of unique output addresses involved in a transaction

Table 2. Structural Features for Smart Contracts

Feature Description

asSender number of times a smart contract as a sender
asReceiver number of times a smart contract as a receiver
totalSpent total amount spent by a smart contract

totalReceive | total amount received by a smart contract
(*) —spent | (min/avg/max/med/mod/std) amount spent by a smart contract

() — receive | (min/avg/max/med/mod/std) the amount received by a smart contract

The major components of the smart contract are the spending or receiving amount, timestamp and amount of
gas. The smart contract receives income when invoked by another smart contract or wallet, whereas it is spent
when invoking another smart contract. The structural features of the Ponzi smart contracts are derived using the
information available in contract creation and invocation transactions and their timestamps as described in Table 2.
These structural features are described in Equations (2)—(5) using an approach similar to the one used in [38] to
extract EOA features:

asSender = f(uy), where u, € S, (2)
asReceiver = f(uy), where u, € R, (3)
m
totalSpent (uy) = Z |ty o; |, where v; € R, (4)
i=1
n
totalReceive(uy) = Z |to;u, |, where v; € S, (5)

i=1

where f(uy) represents the number of times smart contract u, participated as a sender or receiver, R is the list of
transactions invoked by smart contract u, (receiving), S is the list of transactions invoked by the smart contract
uy (spending) and |t,,_,,| is the amount spent or received by the smart contract u, in transaction v;. Here, n and m
are the total number of spending and receiving transactions, respectively.
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Table 3. Network Property-Based Features for Bitcoin Transactions

Feature

Description

betweenness — t
betweenness — i
betweenness — o
closeness — t
closeness — i

closeness — o

degree — t
degree — i
degree — o

eigenvector —t
eigenvector — i

eigenvector — o

betweenness centrality value between the transactions

betweenness centrality value between the transaction and the input wallet
betweenness centrality value between the transaction and the output wallet
closeness centrality value between the transactions

closeness centrality value between the transaction and the input wallet
closeness centrality value between the transaction and the output wallet
degree centrality value between the transactions

degree centrality value between the transaction and the input wallet
degree centrality value between the transaction and the output wallet
eigenvector centrality value between the transactions

eigenvector centrality value between the transaction and the input wallet

eigenvector centrality value between the transaction and the output wallet

Table 4. Network Property-Based Features for Ponzi Smart Contracts

Feature Description

betweenness | betweenness centrality value between the smart contract and transactions
closeness closeness centrality value between the smart contract and transactions
degree degree centrality value between the smart contract and transactions
eigenvector | eigenvector centrality value between the smart contract and transactions

The network property-based and graph embedding features are extracted from the transaction graph and
hypergraph of blockchain networks. The transaction graph G; is constructed using input and output elements of
Bitcoin transactions. In this graph, each node is a transaction. The edge information e(u, v) indicates the UTXO
transferred from transaction u to v. The hypergraph Gy, which is a generalised graph, can be utilised to represent
blockchain transactions generated by Bitcoin or Ethereum networks. G, represents the interactions between a
transaction u and a wallet or smart contract . The edge information e(u, v) indicates the value of cryptocurrency
received or spent by transaction and confirmation time [18]. The transaction data related to the account-based
transaction model does not have connections between transactions, as in the UTXO model, since this study only
considered a hypergraph for the Ethereum network.

The network property-based features of Bitcoin transactions and Ethereum smart contracts in Tables 3 and 4
were generated based on the degree, betweenness, closeness and eigenvector centrality measures of the actors
(wallets/smart contracts/transactions) in blockchain networks [38]. In Table 3, the input indicates a wallet receives
Bitcoins on the transaction, and the output represents the wallet spends Bitcoins from the transaction.

Finally, graph embedding features H,, in Equation (6) are extracted using the GraphSAGE [15] approach by
considering topology 7~ of transaction graph G, or hypergraph Gy, [18]:

H, = f(T,R(u,0),1). (6)
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Here, R (u, v) represents the spending or receiving relation between the transaction-to-wallet or transaction-to-
transaction of the Bitcoin and the transaction-to-smart contract of the Ethereum. Node properties 7 represent the
transactions and smart contracts’ structural properties presented in Tables 1 and 2, respectively. The dimension
of H,, is 64.

4.3 Data Preprocessing

In data preprocessing, values of each feature of transactions and smart contracts are normalised between [0, 1].
The dataset for Bitcoin transactions does not have any null or categorical values. The smart contract data entries
labelled as ‘error’ are removed from the dataset.

5 Clustering and Validation

This section details clustering-based analysis for Bitcoin and Ethereum networks using their transactions and
three categories of features. The clustering outcomes were then validated using internal and external evaluation
measures. The evaluation scores were used to select suitable clustering approaches for each category of features
based on silhouette scores and F1-score values. The cluster IDs corresponding to the best-performing unsuper-
vised learning approaches are considered for feature importance analysis using the XAI technique and domain
knowledge. The results of feature importance provide insights into the significance of each category of features
in distinguishing clusters.

5.1 Experimental Setup for Clustering

The experimental setup selected 54,747 samples of Bitcoin transactions and 3,790 samples of smart contract
transactions from the datasets stated in Section 4.1, then preprocessed. The preprocessed samples were grouped
utilising clustering approaches on four different aspects: connectivity, centroid, density and distribution; the
details are stated below.

5.1.1 Connectivity-Based Clustering (Hierarchical). Connectivity-based clustering groups objects based on
their proximity distance. The resulting clusters are represented as dendrograms. BIRCH [28] is a well-known
hierarchical clustering approach designed to handle streaming and large-volume data points. It can identify
clusters with varying shapes, densities and sizes and is less dependent on user-defined parameters. The nature
of the blockchain data is large in volume, and the clustering approach chosen for the experiment may have the
potential to detect the community on streaming blockchain data. Hence, BIRCH is chosen as one of the clustering
approaches.

5.1.2  Centroids-Based Clustering. Centroid-based clustering is the simplest of all clustering types and operates
based on the proximity of data points to a chosen central value. Initially, the dataset is partitioned into a
predetermined number of clusters associated with a vector of values. This vector, known as the cluster’s centroid,
is calculated as the average of all data points within a particular cluster. Subsequently, the data points are
reorganised by considering the distance between each data point and the centroid vector. This research considered
k-means, spectral clustering, and AP approaches under this category. The k-means [20] is a simple clustering
approach that can provide intuitive cluster assignments for blockchain data. Whereas spectral clustering [27]
can handle non-linearly separable data and effectively identify clusters with complex structures or shapes of the
blockchain data. AP [45] does not require specifying the number of clusters in advance and can automatically
determine it based on the data, which helps to identify several groups of wallets or smart contracts that may be
related to money laundering, dark market trades or Ponzi schemes.

5.1.3 Density-Based Clustering. The density-based clustering method considers density instead of distance. In
this approach, the data is clustered by regions of high-concentration objects bounded by areas of low-concentration
objects. Here, clusters are formed by maximal sets of connected data points. Popular density-based clustering
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approaches DBSCAN [12], OPTICS [3] and Mean shift [11] are considered for community detection. In blockchain
data, the outliers may be caused by the irregular behaviour of the wallets or smart contracts. The DBSCAN
approach effectively handles datasets with uneven cluster sizes and outliers which helps to identify clusters
of transactions that occur closely together in terms of their attributes. Blockchain data often exhibit varying
densities of transactions over time or across various applications. The OPTICS is an extension of DBSCAN,
which can handle varying densities and is robust to the choice of distance parameters and is useful for analysing
blockchain data where transaction densities may fluctuate. The clusters from OPTICS may provide insights into
the organisation and relationships among different groups of transactions, wallets and smart contracts within the
blockchain networks. In streaming blockchain data, where the number of clusters and their characteristics may
not be known in advance. The Mean shift approach can identify clusters with irregular shapes and sizes, does not
require the number of clusters in advance, is resistant to noise and is adaptive to the density variations within the
data. This is beneficial for identifying the trends within the blockchain data and detecting suspicious activities or
common usage patterns.

5.1.4 Distribution-Based Clustering. Distribution-based clustering creates and groups data points based on
their likelihood or probability distribution in data. Each cluster has a central point, and the higher the distance of
the data point from the central point, the lesser the probability of getting included in that cluster. The GMM with
Expectation—-Maximization (GMM with EM) [47] is a well-known distribution-based clustering approach
and captures groups with various shapes, sizes and orientations. It can handle datasets that exhibit non-linear
or non-spherical cluster structures. Blockchain data can exhibit complex distributions due to different types of
transactions, interactions between various actors, and network dynamics. GMM can effectively model these
distributions by representing the data as a mixture of multiple Gaussian distributions. Each Gaussian component
captures a different cluster or pattern within the data. Transactions that do not fit into identified Gaussian
components inform potentially suspicious activities within the blockchain network, such as money laundering,
Ponzi schemes, or other illicit activities. The soft clustering nature of GMM is also advantageous for blockchain
data analysis, as transactions may exhibit characteristics of multiple clusters simultaneously. Further, GMM
is relatively scalable and can handle large datasets, which is important for extracting meaningful insights and
patterns for analysing the vast amount of transaction data generated by blockchain networks.

5.1.5 Deep Clustering. Deep clustering approach [9] performs clustering of data using neural networks. It
combines deep learning models with traditional clustering algorithms to extract meaningful representations
and groups of similar instances. DEC [43] is one of the deep clustering approaches. Unlike traditional clustering
algorithms, DEC first converts the given data points X in a lower-dimensional feature space Z and then optimises
a clustering objective in Z. Stochastic Gradient Descent (SGD) via backpropagation on clustering is used to
learn the mapping parameterised by a deep neural network. This approach iteratively refines clusters with an
auxiliary target distribution derived from the current soft cluster assignment. This process gradually improves
the clustering as well as the feature representation. Blockchain data typically consists of various features based
on metadata and behavioural information. DEC can automatically learn meaningful representations (embedding)
of these features and capture complex relationships and patterns that may not be evident in the raw feature
space. Also, the embedding identified by DEC captures semantic similarities between data points, leading to more
accurate and interpretable clustering results.

Unsupervised learning on blockchain transaction data is a relatively new area of research and the cluster
formation depends on different parameters. Due to these reasons, this research chooses clustering approaches in
each category with various perspectives. Table 5 states the configuration values used to customise the clustering
approaches described above. The number of clusters, k for k-means, n for spectral clustering and ¢ for GMM
were obtained using the elbow method [35]. The optimal € value for DBSCAN and OPTICS, threshold ¢ value for
BIRCH and bandwidth and b for Mean shift are identified by calculating the distance between data point and
its neighbour in cluster. The distances were then sorted in descending order to identify the knee in the elbow
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Table 5. Parameter Values for Selected Clustering Approaches
Configuration
Bitcoin Ethereum
Approach | Parameter
Embedding Embedding
Structural | Network Structural | Network

Trans | Hyper Hyper
k-means k 2 2 2 2 2 2 2
DBSCAN € 0.7705 0.4043 0.0138 | 0.0312 0.48006 0.11031 0.07658
Spectral n 2 2 2 2 2 2 2
AP 0.9357 0.9357 0.9357 | 0.9356 0.9355 0.9355 0.9355
BIRCH t 0.9 0.1 0.5 0.8 0.8 0.2 0.7
OPTICS 0.9909 0.8252 2.8927 | 0.0736 0.59789 0.56298 0.8971
Mean shift b 0.7705 0.4043 0.0318 | 0.0312 0.48006 0.11031 0.07658
GMM c 2 2 2 2 2 2 2

‘Trans’ and ‘Hyper’ columns indicate the embedding features obtained using the transaction graph and hypergraph, respectively.

method [6]. The value corresponding with the knee is considered optimal for the € or b. In Table 5, the columns
Structural, Network and Embedding list the parameter values identified by the incorporation of structural, network
property-based and graph embedding features. In this table, the “Trans’ and ‘Hyper’ columns in Embedding
indicate the parameter values obtained for the transaction graph and hypergraph embedding features, respectively.
The following subsection presents unsupervised learning results for each eight clustering approaches by using
three categories of features.

5.2 Validation

The first phase of analysis validates the performance of examined clustering approaches using an internal
validation measure, Silhouette Coefficient (SC) [34] and three external validation measures, Adjusted Rand
Index (ARI) [33], Normalised Mutual Information (NMI) [2] and F1-score. By considering the need for real-
time blockchain transaction analysis, this experiment validates the clusters using internal validation measures.
Moreover, external validation measures are used to understand the meaning of the identified clusters using the
correlation between actual and cluster IDs. These measures not only help in measuring performance but also go a
long way in helping to understand the relation between the features and cluster identification.

5.2.1 Internal Validation. The internal validation matrices [4] mainly depend on two measures cohesion within
each cluster and separation between different clusters. The values of cohesion and separation are combined to
estimate the validation score. Let S be a solution having n number of clusters (Cy, C,, Cs, ....., Cp,), the validity of S
will be computed as described in Equation (7):

Validity(S) = Z w * Validity(Cr).
k=1

(7)

Here, wy is a weight assigned to the validity of each cluster and Validity(Cy) is the validity of an individual
cluster.
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The cohesion for a cluster Cy detailed in Equation (8) can be computed by summing the similarity between
each pair of records (x, y) contained in that cluster:

Cohesion(Cy) = Z Similarity (x, y). (8)
x€Cr;yeCy

The separation between two clusters C; and C stated in Equation (9) can be computed by summating the
distance between each pair of records falling within the two clusters, and both records are from different clusters:

Separation(Cj, Cx) = Z Distance(x, y). 9)
x€Cj;yeCy

The set of clusters having high cohesion within the clusters and high separation between the clusters is considered
to be efficient. The SC, Dunn index and Davies—Bouldin index are well-known internal validation approaches.
Blockchain data, based on various categories of features exhibiting different patterns, clusters may appear convex
or non-convex. Unlike other internal evaluation metrics, the SC can handle both convex and non-convex clusters
and is not restricted to a particular clustering approach. Due to these advantages, this analysis considered SC [34]
as the internal evaluation measure.

—SC: The SC method evaluates any clustering model without the actual labels and produces a score in the
range between —1 and 1. A larger score indicates samples are closer to their cluster than they are to other
clusters. The evaluation score is calculated by combining two subscores: the mean distance between a sample
and all other points in the same cluster (@) and the mean distance between the sample and all other points
in the next nearest cluster (). Based on « and f3, the SC ¢ can be defined as in Equation (10):

-«
max (B, &)’

= (10)

5.2.2 External Validation. The external validation technique evaluates the similarity between generated and
original clusters (based on actual labels). This type of validation can be carried out if actual labels are available.
The cluster validation process considers these evaluation measures to analyse the accuracy of the actual labels
and the correctness of clustering approaches.

In this approach, the clustering algorithm has resulted in a set of clusters Y = (§,,¥,, V3, - - -, %) and clusters
Y = (y1, Y2, Y3, - - ., Ym) representing the actual clusters based on the labels provided in the dataset. The ARI [33],
NMI [24] and F1-scores are well-known external validation approaches.

— ARI compares cluster assignments by making pairwise comparisons as per Equation (11). It determines if the
prediction is accurate based on whether instances are assigned to the same or different clusters depending
on whether they belong to the same or different actual clusters:

ij i b; N
2 () = |2 () 25, (] /)

a; bj a; b; Ny
@)+ z &) -z @z 0] /6)
N indicates total number of data points, n;; is number of data points simultaneously in resulted clusters i and
actual clusters j. The g; is the number of data points in the resulting cluster i and b; is the number of data points
in the actual cluster j. The value of ARI ranges from [—1, 1], and a value closer to 1 indicates higher agreement

between the resulting cluster and the actual cluster. The value 0 indicates a result no better than random, and a
value close to —1 indicates a complete disagreement.

ARI =

(11)

— NMI evaluates the similarity between two clusterings of the same data. Let Y be the cluster labels assigned
to data points as per clustering results (predicted labels) and let Y be the actual labels of the data points.
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Table 6. Results for Structural Features of Bitcoin Table 7. Results for Network Property-Based Features of
Transactions Bitcoin Transactions

Approach SC ARI NMI F1-score Approach SC ARI NMI F1-score
k-means 035  0.0978 0.0773 0.6177 k-means 0.33 0.0118 0.0164  0.3235
DBSCAN 0.24 0.00004 0.0001 0.4553 DBSCAN 0.13 0.0382 0.1084  0.5309
Spectral 0.35 0.1039 0.0840 0.6265 Spectral 0.33 0.0128 0.0171  0.5433
AP 0.36 0.7225 0.6110 0.9254 AP 0.37 0.6203 0.5013 0.8941
BIRCH 033  0.0524 0.0677 0.2121 BIRCH 0.33 0.0102 0.0152  0.3249
OPTICS —-0.37 0.0899 0.1264 0.5944 OPTICS —-0.2 03192 0.2929 0.7685
Mean shift 024  0.1611 0.1968 0.7007 Mean shift 0.24 04032 0.3031 0.8184
GMM 0.12  0.0011  0.0006 0.4325 GMM 0.33 0.0099 0.01507 0.3251
DEC 034  0.0944 0.1052 0.1983 DEC 0.2 0.0896 0.0941 0.6322

Bold indicates the best values obtained by the evaluation measures.  Bold indicates the best values obtained by the evaluation measures.

Equation (12) details the calculation for NMI:

MI(Y,Y)
NMI = —— (12)
7 [H(Y) + H(Y)]
Here, the Mutual Information (MI) between the cluster results labels Y and the actual labels Y is defined
as in Equation (13):

Y| ¥ PG, j)

MI(Y,Y) = P(i, j)log 5 ————. (13)
Z Z P(D)P*(j)

Here, P(i, j) is the probability of data occurring in actual cluster i and predicted cluster j, P(i) is the
probability of data occurring in actual cluster i and P*(j) is the probability of data occurring in predicted
cluster j. The H(Y) is the Entropy of actual cluster assignments, and H(Y) is the Entropy of predicted cluster
assignments. The |Y| and |Y| indicate the size of the actual and identified clusters, respectively. The NMI
value of 1 indicates that the two clusters are identical, and 0 indicates that the two clusters are entirely
different. F1-score is a well-known machine learning evaluation metric that assesses the predictive skill of a
model by elaborating on its class-wise performance rather than an overall performance as done by accuracy.

i=1 j=1

5.2.3 Validation Results. This section provides internal and external cluster validation scores corresponding
to the chosen clustering methods for every feature set as outlined in Section 4.2. Tables 6-9 present the cluster
validation scores for the structural, network property-based and the graph embedding features of the Bitcoin
transactions, respectively.

It can be observed from Table 6 that, for the structural features of the Bitcoin transactions, the AP clustering
approach obtained a high Silhouette score of 0.36, ARI of 0.7255, NMI of 0.6110 and F1-score of 0.9254. For the
network property-based features of the Bitcoin transactions, the AP obtained the best internal and external
evaluation scores as shown in Table 7.

Clustering results obtained for graph embedding features of the Bitcoin transactions are listed in Tables 8 and 9.
The results reveal that the clustering approaches k-means, spectral and BIRCH obtained a Silhouette score of 1.0 for
transaction graph-based embedding features and 0.63 for hypergraph-based embedding features. In addition, Mean
shift, GMM and DEC also received an SC score of 1.0 for transaction graph-based embedding features. The external
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Table 8. Results for Transaction Graph-Based Embedding Table 9. Results for Hypergraph-Based Embedding
Features of Bitcoin Transactions Features of Bitcoin Transactions

Approach SC ARI NMI F1-score Approach SC ARI NMI F1-score
k-means 1.0 -0.0062 0.0054 0.0141 k-means 0.63 0.0169 0.0129  0.3695
DBSCAN 099 -0.0063 0.0076 0.4493 DBSCAN  —0.01 0.0139 0.0368 0.2775
Spectral 0.63 0.0168 0.0129 0.0134 Spectral 0.63 0.0168 0.0129  0.3694
AP 0.0 0.0031 0.0078  0.4615 AP 0.46 0.0608 0.0303  0.6047
BIRCH 1.0 -0.0061 0.0054 0.5701 BIRCH 0.63 0.0209 0.0141  0.5119
Mean shift 1.0 -0.0063 0.0075 0.4535 Mean shift  0.51 0.0724 0.0397 0.6133
OPTICS 0.99 0.0012  0.0019 0.4578 OPTICS -0.47 0.0678 0.0654 0.5782
GMM 1.0 -0.0062 0.0054 0.0141 GMM —0.16 0.0004 0.00001 0.5640
DEC 1.0 -0.0061 0.0055 0.0141 DEC 0.45 0.0438 0.0184  0.4826

Bold indicates the best values obtained by the evaluation measures. Bold indicates the best values obtained by the evaluation measures.

validation scores of the embedding features were not promising, which reflects that the cluster identification
does not correlate with the actual labels of the transactions. The generation of embedding features relies on
establishing connections between the target node and its neighbours, which inherently empowers centrality,
connectivity and distribution-based clustering approaches to effectively discriminate between suspicious and
normal transactions.

A Silhouette score of 1.0 associated with transaction graph-based embedding features signifies a robust
separation between clusters. The ARI value of 0.7225 for structural features demonstrates a noteworthy
correlation with the actual labels.

Similarly, for Ethereum Ponzi smart contract transactions data, Table 10 summarises the results obtained. For
the structural features, the spectral clustering approach obtained the highest Silhouette score of 0.76. The same ap-
proach obtained the highest Silhouette score of 0.71 for the network property-based features as shown in Table 11.
The engineering of structural and network property-based features in the Ethereum network is rooted in es-
tablishing connections between wallets and their associated transactions. This inherent nature allows spectral
clustering to differentiate between normal and suspicious wallets effectively

The clustering approaches k-means, BIRCH, Mean shift and DEC obtained a 0.63 SC for hypergraph-based
embedding features as detailed in Table 12. Based on the results, centroid, connectivity and density-based
clustering methods exhibited superior performance. The external evaluation values for all categories of features
of the smart contract demonstrate a minimal agreement with actual labels.

The structural features of Ethereum Ponzi contracts achieved a desirable Silhouette score of 0.76, indicating
a substantial separation between clusters; nonetheless, the near-zero external evaluation score implies a
restricted correlation with the true labels.

The second phase of the analysis explored the importance of features using an XAI approach. This phase
used the Silhouette score to select the best clustering approach. The AP approach was chosen for the Bitcoin
transaction structural and network property-based features. The k-means, spectral clustering, AP, BIRCH, GMM
and Mean shift approaches were selected for graph embedding features. For the Ethereum transactions, the
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Table 10. Results for Structural Features of Ethereum

. . Table 11. Results for Network Property-Based Features of
Ponzi Smart Contract Transactions

Ethereum Ponzi Smart Contract Transactions

Approach SC  ARI NMI  F1-score
k-means 0.47 0.0610 0.0383  0.7799
DBSCAN 0.06 0.0159 0.0025 0.9154
Spectral 0.76 0.0278 0.0026  0.3749
AP 0.59 0.0045 0.0253  0.0078
BIRCH 0.47 0.0629 0.0385 0.4264
OPTICS 0.38 —0.0001 0.0204 0.0332
Mean shift 047 0.0127 0.0284 0.4153
GMM 0.67 0.0508 0.0118  0.4428
DEC 046 0.03752 0.0684 0.0548

Approach SC ARI NMI  F1-score
k-means 0.5 0.0108 0.0084  0.5532
DBSCAN 0.33 —0.0085 0.0084 0.5377
Spectral 0.71 -0.0143 0.0035 0.5196
AP 0.62 0.0014 0.0072  0.0335
BIRCH 0.51 0.0032 0.0084 0.6001
OPTICS 0.25 —0.0132 0.0088 0.0134
Mean shift 0.6 —0.0002 0.0075 0.2646
GMM 0.57 0.0109 0.0007 0.6001
DEC 0.5 0.0094 0.0087  0.0623

Bold indicates the best values obtained by the evaluation measures. o . .
Y Bold indicates the best values obtained by the evaluation measures.

Table 12. Results for Hypergraph-Based Embedding
Features of Ethereum Ponzi Smart Contract Transactions

Approach SC ARI NMI F1-score
k-means 0.63 0.0025 0.0084  0.6042
DBSCAN 0.46 —0.0207 0.0080 0.6533
Spectral 0.59 —0.0095 0.0025 0.6270
AP 0.48 0.0153 0.0084  0.5472
BIRCH 0.63 -0.0014 0.0065 0.6287
OPTICS 0.16 —0.0252 0.0096 0.0167
Mean shift 0.63 0.0011 0.0095 0.2627
GMM 0.54 —0.0024 0.00029 0.0878
DEC 0.63 0.00923 0.0040  0.0592

Bold indicates the best values obtained by the evaluation measures.

spectral clustering approach was chosen for the structural and network property-based features. The k-means,
BIRCH and Mean shift clustering approaches were selected for the graph embedding features.

In the XAI analysis, we used the clusters found through specific clustering methods for each feature category.
Using these clusters the average ShAP values are calculated to identify the top five influential features. The final
phase of the analysis considered the above cluster evaluation results to (1) identify the best clustering approach
for Bitcoin and Ethereum network analysis, (2) influential features for cluster identification and (3) domain
knowledge-based justification for the identified clusters. The results are discussed in the following section.

6 Analysis and Discussion

This section critically analyses and discusses the findings reported in Section 5 in view of cluster evaluation
scores, XAl and probability distribution of the features (domain knowledge).
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(a) Influential structural features. (b) Influential network property-based features.

Fig. 2. ShAP values for the features of Bitcoin ransomware transactions based on AP outcomes.

6.1 Analysis on Bitcoin Transaction Data Clusters

The Silhouette scores for clusters formed by the clustering approaches for the structural and network property-
based features are listed in Tables 6 and 7. These results reveal that the AP clustering approach efficiently separated
Bitcoin transaction data into distinguishable clusters. For the identified clusters, the external evaluation scores
ARI and NMI for structural and network property-based features confirm that the identified clusters are highly
associated with actual labels. The other centroid-based clustering approaches were insufficient to distinguish the
Bitcoin transactions.

Feature importance was analysed by computing the ShAP values on the identified clusters. Figures 2(a)-5(b)
present the mean ShAP values of the top five structural and network property-based features. In all plots, the
x-axis represents the mean of the ShAP values, and the y-axis lists the top five features arranged in descending
order of importance.

The ransomware settlement in Bitcoin networks exhibits a pattern where funds are received from mixing
services wallets, transferred to multiple intermediate mixing services and ultimately spent on the ransomware
wallet. This behaviour indicates that the features related to receiving and spending transactions can be influential
in detecting suspicious activities. Notably, the ShAP values further determined the statistical measures of input
and output features and transaction fees as influential structural features of the identified clusters, as depicted in
Figure 2(a).

The ShAP values presented in Figure 2(b) demonstrate the significance of degree, eigenvector and closeness
centrality measures in the identification of clusters using the features based on network properties. These centrality
measures assess the influence of the nodes in proximity to other nodes. To illustrate the underlying significance of
the identified clusters based on the structural and network properties of Bitcoin and smart contract transactions,
this study investigates the distribution of the top two key features (Figures 2 and 5) across the identified clusters.
For the Bitcoin transactions, Figure 3(a) and (b) show the distribution of the transaction fee and max_input
features within the clusters identified using the AP approach. Here, c0, c1, c2, c¢3 and c4 represent the identified
clusters. As shown in Figure 3(a), three clusters are visible for the normalised transaction fee values within the
0.5 to 1.0 range. Similarly, five clusters are observed for the normalised values of the max_input feature within
the 0.1 to 1.0 range. Figure 4(a) and (b) shows the distribution of the network properties-based closness_i and
degree_o features within the clusters identified using the AP approach. As presented in Figure 4(a), five clusters
are visible for the normalised closness_i values within the range of 0 to 1.4. Similarly, five clusters are observed
for the normalised values of the degree_o feature within the 0 to 1.1 range, as shown in Figure 4(b). Therefore,
these visualisations help interpret the underlying characteristics of the identified clusters, providing insights into
their actual meaning.

6.2 Analysis on Ethereum Smart Contract Transactions Data Clusters

The Ponzi smart contracts exhibit a behaviour where funds were received from new investors and subsequently
spent on older investors. This pattern emphasises the importance of the number of spending and receiving
transactions and their corresponding values in identifying distinguished clusters within smart contracts. The
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(a) Transaction (fee) feature of the Bitcoin transaction. (b) The (max_input) feature of the Bitcoin transaction.

Fig. 3. Probability distribution of the transaction fee and max_input features in the AP-based clusters.
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Fig. 4. Probability distribution of the closness_i and degree_o features in the AP-based clusters.

higher Silhouette score for the clusters identified on Ethereum Ponzi contract data, stated in Tables 10-12, reveals
that the spectral, BIRCH, Mean shift and DEC algorithms have identified distinguishable clusters. Anyhow, the
cluster identification using mapping labels and calculating the ARI, NMI and F1-score revealed that they are
less associated with actual smart contracts labels. The comparison between identified clusters and the actual
labels reveals that in the clusters based on structural features using the spectral clustering approach, 39% of
Ponzi contracts were clustered with non-Ponzi contracts. For network property-based features using the spectral
clustering approach, 56% of Ponzi contracts were clustered with non-Ponzi contracts. For the embedding features
using BIRCH, about 70% of the Ponzi contracts were clustered with the non-Ponzi contracts. The clusters identified
through structural features of smart contracts exhibit a significant correlation with the actual labels, as indicated
by the false-positive percentage. In contrast, the network property-based and graph embedding features related
to behaviour, pose difficulties in achieving similar correlation. It is notable, the dataset selected for smart contract
clustering was experimented with for the first time. The actual labelling may themselves be ambiguous or
subjective for the metadata information of the smart contract transaction, and this could potentially be one of the
primary reasons for low ARI and NMI scores observed in Tables 10-12.
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(a) Influential structural features. (b) Influential network property-based features.

Fig. 5. ShAP values for the features of Ethereum Ponzi contract transactions based on spectral clustering outcomes.
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Fig. 6. Probability distribution of the max_receive and mean_receive features in the Spectral-based clusters.

Figure 5(a) provides the importance of features for clusters identified using statistical measures-based features.
Similarly, Figure 5(b) presents the importance of features for clusters identified using the network property-
based features. The probability density of these influential features is utilised to identify the meaning of the
smart contract transaction-based clusters. Figure 6(a) and (b) shows the distribution of the max_receive and
mean_receive features within the clusters identified using the Spectral clustering approach. Here, c0 and c1
represent the identified clusters. As shown in Figure 6(a) and (b), two clusters are visible for the normalised
max_receive and mean_receive values within the 0 to 1.6 range. Similarly, Figure 7(a) and (b) also presents two
clusters for the normalised betweenness and eigenvector values within the range of 0 to 1.6.

All clustering methods worked effectively for embedding features from the Bitcoin and Ethereum networks,
while centroid-based methods like k-means, spectral clustering and AP performed particularly well for structural
features. The dataset used in this study is comparatively small. The transactions in the dataset are not related
to one another and hence represent sparse points in the Bitcoin or Ethereum network. This sparsity prevents
the embedding learning model from representing the transaction features properly. Consequently, the resulting
embedding features provided less information when it comes to capturing complex patterns and relationships
among both normal and malicious nodes in relation to other nodes. These less informative features pose a
challenge for the AP clustering approach or any other approach in its task of distinguishing transactions. As a
result, the AP clustering approach may have achieved lower internal and external evaluation scores, as listed in
Tables 8-12.

Overall, the results presented in Section 5 demonstrate the effectiveness of centroid-based clustering methods,
k-means, spectral clustering and AP in handling the structural features of Bitcoin transaction data. The analysis
presented in Table 13 highlights the significant advancement achieved by this study for transaction graph-
based embedding features. This study generates embedding features by employing structural and behavioural
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Fig. 7. Probability distribution of the betweenness and eigenvector features in the Spectral-based clusters.

Table 13. Comparison of Clustering Results Obtained from
Transaction Graph-Based Embedding Features and the Related

Literature.
Blockchain Embedding Pre Rec f2
. Proposed features 0.600 0.977 0.868
Bitcoin
BTCOut [46] 0.589 0.264 0.473

The columns precision (Pre), recall (Rec) and F2 (f2) results are calculated
using actual labels and identified cluster IDs.

information of the Bitcoin transaction network described in Section 4.2. This improves the quality of the embedding
vector and enhances the precision, recall and F2 scores of the identified clusters (for the GMM clustering approach)
reported in the research [46]. Here, 2 is an evaluation measure proposed in [46], also for comparison purposes
the results are chopped to three digits. The row ‘Proposed features’ indicates the way this research generates
transaction graphs embedding features, and ‘BTCOut’ is the embedding approach reported in the literature [46].
The explainable clustering-based findings reveal that statistical measures of spending and receiving transactions’
features are highly influential in the identification of two distinguished clusters.

6.3 Discussion

The primary limitation of this study is that the performance of clustering is evaluated using a small, static
blockchain dataset. As a result, the results may not fully reflect the challenges associated with dynamic, temporal
and large-scale blockchain environments. Additionally, the current embeddings are generated for small-scale
Bitcoin or Ethereum networks with 64 dimensions, which may not capture the full complexity of larger, more
diverse blockchain ecosystems. The validation data in this research were labelled based on predefined conditions,
which may not accurately capture true anomalous behaviours in blockchain transactions. Obtaining sufficient
ground-truth data presents a significant challenge when implementing robust clustering algorithms and perform-
ing accurate validation. Despite these limitations, this study provides valuable insights into the initial performance
of clustering algorithms on blockchain data, laying a strong foundation for future research in more complex and
dynamic blockchain environments.

The analysis of the contribution of structural and network properties-based features to cluster identification,
discussed in Sections 6.1 and 6.2, highlights that by monitoring key features in Bitcoin and smart contract
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transactions, institutions can detect suspicious behaviour early to prevent attacks. Additionally, this will strengthen
smart contract security by mitigating risks and empowering regulators to create more targeted risk assessments
and compliance strategies, ultimately reducing illicit activities and improving transparency.

The centroid-based and connectivity-based clustering approaches demonstrate strong suitability for
effectively distinguishing normal and anomalous behaviours.

7 Conclusion

This study provides valuable insights for researchers and practitioners seeking to develop unsupervised learning-
based methods to analyse the suspicious behaviour of the actors in blockchain networks. The analysis of the
various clustering approaches identified that connectivity-based and centroid-based clustering approaches are
more suitable for blockchain binary class datasets. The findings using XAI reveal that the statistical measures
of spending and receiving transactions and the number of transactions connected with the nodes are the most
valuable features for cluster identification. The embedding features of the blockchain transaction identified
well-separated clusters but exhibited limited correlation with actual labels. Future research should focus on
implementing the connectivity-based or centroid-based unsupervised learning model to identify malicious
behaviour in real-time blockchain data. Another potential direction for future research is exploring alternative
embedding techniques and refining clustering algorithms to enhance the performance of embedding-based
malicious behaviour detection.
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